MAWA EVENTS

Address: No. 857, Block A2. Leisure Commerce Square - No 9., 46150 Petaling Jaya, Selangor, Malaysia

MAWRA EVENTS

Trusted in Delivering Excellence

Phone: +601116373203 | Email: info@mawaevents.net

MICROSOFT IDENTITY AND ACCESS ADMINISTRATOR (SC-300T00)

“Master Identity and Access Management in Microsoft Environments for Secure Enterprise Operations”

Date Venue Fees (Face-to-Face)

06 - 08 Sep 2026 Riyadh, KSA USD 2495 per delegate

Available delivery methods: Face-to-Face & Online Training

Introduction

Managing identities and access in modern IT environments is critical to organizational security. The Microsoft Identity and Access
Administrator course (SC-300T00) provides participants with the knowledge and practical skills to implement, manage, and monitor
identity and access solutions using Microsoft Azure Active Directory and related technologies.

Through interactive sessions, real-world scenarios, and hands-on labs, participants will gain expertise in identity governance,
authentication, access management, and security strategies. This course prepares IT professionals to secure organizational resources

while ensuring seamless access for authorized users.

Objectives

By the end of this course, participants will be able to:
e Design, implement, and manage Azure Active Directory identity services
e Configure secure authentication and authorization methods
e Implement identity governance and lifecycle management
e« Manage role-based access control and entitlement management
e Monitor and report on identity and access activities

e Ensure compliance with organizational security policies and standards
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Why Attend

e Gain in-depth knowledge of Microsoft identity and access management

e Learn practical techniques to secure organizational resources

e Master Azure AD, conditional access, and privileged identity management
o Acquire skills to prepare for Microsoft SC-300 certification

o Network with IT professionals and share best practices in identity security

Target Audience

This program is designed for:
o IT administrators and identity management professionals
e Security administrators and IT security engineers
e System engineers managing Azure Active Directory
o Consultants and auditors working on identity governance

e Professionals preparing for the Microsoft SC-300 certification exam

Individual Benefits

Key competencies that will be developed include:
e Expertise in Azure AD and Microsoft identity solutions
o Skills to configure authentication and authorization mechanisms
o Ability to implement identity governance and lifecycle management
o Competence in role-based access control and privileged access management

« Knowledge of monitoring, reporting, and security compliance tools

Organizational Benefits

Upon completing the training course, participants will demonstrate:
e Enhanced security and reduced risk of unauthorized access
o Efficient management of user identities and access rights
e Stronger compliance with organizational and regulatory requirements

e Streamlined identity governance and operational efficiency

Improved capability to respond to identity-related incidents

Instructional Methodology

The course follows a blended learning approach combining theory with practice:
e Strategy Briefings - Deep dive into Microsoft identity and access management principles
o Case Studies - Real-world examples of identity and access challenges
e Workshops - Hands-on labs to configure Azure AD, conditional access, and identity governance
e Peer Exchange - Group discussions on implementation challenges and lessons learned

e Tools - Templates and practical exercises for identity lifecycle management and monitoring
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Course Outline

Detailed 3-Day Course Outline

Training Hours: 7:30 AM - 3:30 PM Daily Format: 3-4 Learning Modules | Coffee breaks: 09:30 & 11:15 | Lunch Buffet: 01:00 - 02:00

Day 1: Introduction to Microsoft Identity and Access Management
Module 1: Overview of Microsoft Identity Solutions (07:30 - 09:30)

o Introduction to Azure Active Directory
o |dentity services and components

o Key concepts of identity and access management
Module 2: Authentication and Authorization (09:45 - 11:15)

e Configuring secure sign-in methods
o Multi-factor authentication and conditional access

e Access policies and user authentication
Module 3: Azure AD User and Group Management (11:30 - 01:00)

e User and group lifecycle management

o Self-service capabilities and password management
Module 4: Workshop - Configuring Identities (02:00 - 03:30)

e Hands-on exercises for user and group setup

e Implementing authentication methods and access policies

Day 2: Identity Governance and Privileged Access Management

Module 1: Implementing Identity Governance (07:30 - 09:30)
e Access reviews and entitlement management
e Policy-based access control
Module 2: Managing Roles and Privileged Access (09:45 - 11:15)
¢ Role-based access control (RBAC)
e Privileged identity management and monitoring
Module 3: Monitoring and Reporting (11:30 - 01:00)
o Activity logs and audit reports
e Security alerts and incident response
Module 4: Workshop - Governance and Access Management (02:00 - 03:30)

e Configuring role-based and privileged access

e Conducting access reviews and reporting

Day 3: Advanced Topics and Exam Preparation
Module 1: Securing Hybrid and Cloud Environments (07:30 - 09:30)

e Integrating on-premises Active Directory with Azure AD
e Managing hybrid identities
Module 2: Advanced Conditional Access Policies (09:45 - 11:15)

e Scenario-based policy design

e Real-world case studies
Module 3: Exam Preparation & Knowledge Assessment (11:30 - 01:00)

e SC-300 certification preparation tips

e Sample questions and hands-on exercises
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Module 4: Wrap-Up and Action Planning (02:00 - 03:30)
o Key takeaways and individual action plans

¢ Q&A and course feedback

Certification

Participants will receive a Certificate of Completion in Microsoft Identity and Access Administration (SC-300T00), validating their

expertise in Azure AD, identity governance, and secure access management within Microsoft environments.

Why Choose MAWA Events

« Global Expertise: More than 17 years of experience in professional training and consulting.
¢ Industry-Leading Faculty: Courses delivered by seasoned professionals with hands-on experience.
o Practical Insights: Learn to turn theory into actionable strategies for real-world business impact.

¢ Client-Focused Solutions: Customized programs designed to achieve your organisation’s unique goals.

In-House / Customized Training TEL: EMAIL:

Interested in running this course for your team?

Please contact us: +601116373203 info@mawaevents.net

© Material published by MAWA Events shown here is copyrighted. All rights reserved. Any unauthorized copying, distribution, use, dissemination, downloading, storing (in any medium),

transmission, reproduction or reliance in whole or any part of this course outline is prohibited and will constitute an infringement of copyright.
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