MAWA EVENTS

Address: No. 857, Block A2. Leisure Commerce Square - No 9., 46150 Petaling Jaya, Selangor, Malaysia

MAWRA EVENTS

Trusted in Delivering Excellence

Phone: +601116373203 | Email: info@mawaevents.net

ADVANCED SECURITY MANAGEMENT

“Strategic Planning and Operational Excellence for Modern Security Leaders”

Date Venue Fees

06 - 17 Jul 2026 London, UK USD 6990 per delegate

Available delivery methods: Face-to-Face & Online Training

Introduction

As security threats evolve in complexity, organizations must adopt a proactive and strategic approach to security management. This
advanced 10-day course equips senior professionals with the tools to lead, assess, and innovate across physical, cyber, and
organizational security domains. It blends high-level theory with real-world application, covering leadership, policy, crisis response,

technology integration, and enterprise risk.

Through expert-led briefings, simulations, and workshops, participants will gain actionable insights to design and oversee

comprehensive security frameworks that safeguard people, assets, and operations.

Objectives

By the end of this course, participants will be able to:
e Develop and implement comprehensive corporate security strategies
o Conduct threat, risk, and vulnerability assessments
¢ Integrate physical and cyber security functions for unified operations
e Design emergency preparedness and crisis response plans

o Apply leadership, governance, and legal frameworks in security operations
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Why Attend

e Gain a holistic understanding of modern security challenges and solutions

e Learn to align security planning with corporate and regulatory requirements

e Enhance your leadership effectiveness in high-risk, high-pressure environments
e Engage with real-world scenarios, simulations, and peer-led insights

o Position yourself as a security leader ready for regional or global roles

Target Audience

This program is designed for:

e Security managers, advisors, and consultants

Corporate risk officers and emergency planning leaders
o Facility and operations directors
o Government and defense personnel in charge of critical infrastructure

e Senior professionals transitioning into strategic security roles

Individual Benefits

Key competencies that will be developed include:
e Strategic planning and incident command capability
o Integrated physical, IT, and personnel security coordination
e Crisis communication and stakeholder engagement
e Policy development and security auditing

e Security leadership in volatile environments

Organizational Benefits

Upon completing the training course, participants will demonstrate:
e Enhanced preparedness for threats across physical and cyber domains
e Stronger alignment of security functions with enterprise goals
e Improved policy enforcement and incident response readiness

e Reduced exposure to legal and reputational risks

Development of a professional security culture within the organization

Instructional Methodology

The course follows a blended learning approach combining theory with practice:
e Strategy Briefings - Emerging security threats, global benchmarks, best practices
o Case Studies - Security breaches, crisis management, policy gaps
e Workshops - Security plan development, audits, and risk registers
e Simulations - Crisis response drills, media management, leadership scenarios

e Tools - Risk assessment templates, control matrices, SOP design kits
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Course Outline

Training Hours: 7:30 AM - 3:30 PM Daily Format: 3-4 Learning Modules | Coffee breaks: 09:30 & 11:15 | Lunch Buffet: 01:00 -
02:00
Day 1: Strategic Security Leadership

e Module 1: Role of Security in Corporate Governance (07:30 - 09:30)  Executive alignment and board expectations

e Module 2: Global Security Challenges and Future Risks (09:45 - 11:15) « Terrorism, insider threats, geopolitical volatility

e Module 3: Security Governance Frameworks (11:30 - 01:00) ¢ ISO 28000, duty of care, compliance alignment

e Module 4: Workshop - Assessing Enterprise Security Maturity (02:00 - 03:30) * Use benchmarking tools to identify gaps
Day 2: Threat, Risk & Vulnerability Management

e Module 5: Risk Assessment Methodologies (07:30 - 09:30) ¢ Likelihood, consequence, and risk tolerance

e Module 6: Threat Intelligence & Vulnerability Mapping (09:45 - 11:15) « Data feeds, analysis tools, red teaming

e Module 7: Critical Infrastructure and Asset Protection (11:30 - 01:00) * Access controls, facility design, surveillance

e Module 8: Workshop - Conduct a Threat Assessment (02:00 - 03:30)  Use a real or simulated facility layout
Day 3: Physical & Cybersecurity Integration

e Module 9: Physical Security Systems (07:30 - 09:30) « CCTV, alarms, locks, patrols, biometrics

e Module 10: Cybersecurity for Physical Security Leaders (09:45 - 11:15) « Network threats, social engineering, firewalls

e Module 11: IT-Physical Convergence (11:30 - 01:00) ¢ Unified command centers, SIEM integration

e Module 12: Workshop - Design an Integrated Security Model (02:00 - 03:30) * Align digital and physical layers of protection
Day 4: Emergency Planning & Business Continuity

e Module 13: Crisis Management Planning (07:30 - 09:30) « Crisis team roles, escalation paths, command centers

e Module 14: Emergency Procedures and Drills (09:45 - 11:15) « Evacuation, lockdown, shelter-in-place

e Module 15: Business Continuity and Recovery Planning (11:30 - 01:00) « RTO, RPO, backup strategies

e Module 16: Simulation - Emergency Tabletop Exercise (02:00 - 03:30) * Response to a simulated multi-threat scenario
Day 5: Security Program Design & Auditing

e Module 17: Developing Security Policies and SOPs (07:30 - 09:30) * Structure, tone, compliance language

e Module 18: Security Performance Metrics and Dashboards (09:45 - 11:15) ¢ Lag/lead indicators, audit readiness

e Module 19: Conducting Security Audits (11:30 - 01:00) ¢ Checklists, interviews, gap reporting

e Module 20: Workshop - Build a Security SOP Framework (02:00 - 03:30) ¢ Draft SOP for visitor control or access management
Day 6: Investigations and Insider Threat Management

e Module 21: Principles of Internal Investigations (07:30 - 09:30) ¢ Legal considerations, interviewing, documentation

e Module 22: Behavioral Indicators and Profiling (09:45 - 11:15)  Detection of pre-incident behaviors

e Module 23: Fraud, Theft, and Misuse Controls (11:30 - 01:00) * Controls, reporting, whistleblowing

e Module 24: Case Study - Lessons from Real Investigations (02:00 - 03:30) « Analyze incident reports and outcomes
Day 7: Personnel and Travel Security

e Module 25: Background Screening and Vetting (07:30 - 09:30) * Screening levels, legal boundaries

e Module 26: Executive Protection and Travel Risk (09:45 - 11:15) ¢ High-risk travel, secure itineraries, GPS tracking

e Module 27: Staff Awareness and Training Programs (11:30 - 01:00) ¢ Training formats, drills, refresher planning

e Module 28: Workshop - Build a Travel Security Policy (02:00 - 03:30) « Tailor for business travelers and executives
Day 8: Crisis Communication and Public Relations

e Module 29: Internal and External Crisis Messaging (07:30 - 09:30) * Spokesperson training, message control

e Module 30: Social Media and Information Security (09:45 - 11:15) « Monitoring, disinformation, response plans
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Module 31: Coordination with Law Enforcement and Media (11:30 - 01:00) * Incident reporting, MOU templates

e Module 32: Simulation - Press Briefing Roleplay (02:00 - 03:30) * Conduct a media response during crisis
Day 9: Legal and Ethical Aspects of Security

e Module 33: Use of Force and Detainment Protocols (07:30 - 09:30) * Proportionality, escalation, liability

e Module 34: Privacy, Surveillance, and Legal Compliance (09:45 - 11:15) « GDPR, wiretapping laws, video monitoring

e Module 35: Ethical Dilemmas in Security (11:30 - 01:00) ¢ Case reviews and group discussions

e Module 36: Workshop - Draft a Security Compliance Checklist (02:00 - 03:30) « Align with local/international regulations
Day 10: Final Integration and Presentation

e Module 37: Building a Security Strategy Plan (07:30 - 09:30) * Long-term alignment, budgeting, staffing

e Module 38: Team Presentations - Security Plans (09:45 - 11:15) « Present final capstone projects

e Module 39: Expert Review and Feedback (11:30 - 01:00) ¢ Coaching from facilitator

e Module 40: Wrap-Up, Certificates, and Action Planning (02:00 - 03:30)  Leadership insights and personal growth roadmap

Certification

Participants will receive a Certificate of Completion in Advanced Security Management, validating their strategic and operational

readiness to lead and modernize complex security functions across sectors.

Why Choose MAWA Events

« Global Expertise: More than 17 years of experience in professional training and consulting.
¢ Industry-Leading Faculty: Courses delivered by seasoned professionals with hands-on experience.
o Practical Insights: Learn to turn theory into actionable strategies for real-world business impact.

¢ Client-Focused Solutions: Customized programs designed to achieve your organisation’s unique goals.

In-House / Customized Training TEL: EMAIL:

Interested in running this course for your team?

Please contact us: +601116373203 info@mawaevents.net

© Material published by MAWA Events shown here is copyrighted. All rights reserved. Any unauthorized copying, distribution, use, dissemination, downloading, storing (in any medium),

transmission, reproduction or reliance in whole or any part of this course outline is prohibited and will constitute an infringement of copyright.
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