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SUPPLY CHAIN SECURITY MANAGEMENT SYSTEMS (SCSMS) BASED ONISO-
28000-LEAD-AUDITOR

““Mastering Auditing for Supply Chain Security to Ensure Safe and Secure Supply Networks””

Date Venue Fees (Face-to-Face)

19 - 23 Apr 2026 Manama, Bahrain USD 3495 per delegate

Available delivery methods: Face-to-Face & Online Training

Introduction

ISO 28000 is an international standard for supply chain security management, providing a framework to manage and reduce risks
associated with supply chain security. This 5-day course is designed for professionals aiming to become certified lead auditors for
Supply Chain Security Management Systems (SCSMS) based on ISO 28000. Participants will learn how to plan, conduct, and report on

audits of SCSMS, focusing on ensuring the security of the supply chain from end to end.

This course covers the auditing requirements of ISO 28000, including how to assess the effectiveness of security management
systems, identify vulnerabilities, and recommend improvements to enhance the security and integrity of supply chains. Through
hands-on training and case studies, participants will gain practical skills and knowledge to conduct comprehensive audits that ensure

compliance with security standards.

Objectives

By the end of this course, participants will be able to:
e Understand the requirements of ISO 28000 and its relevance to supply chain security.
e Develop the skills to plan, conduct, and report on supply chain security audits.
o Assess the effectiveness of a Supply Chain Security Management System (SCSMS) and identify security vulnerabilities.
o Understand the role of risk assessment in securing supply chains.
o |dentify non-conformities and areas for improvement in SCSMS.

¢ Implement audit techniques based on ISO 28000 standards for continuous security improvement
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Why Attend

e Gain expertise in auditing Supply Chain Security Management Systems based on ISO 28000.

e Learn how to assess security risks and vulnerabilities within the supply chain.

e Improve your ability to plan and conduct security audits in complex supply chains.

o Develop skills to identify gaps and recommend corrective actions to enhance supply chain security.
e Master the requirements of ISO 28000 and apply them in real-world auditing scenarios.

e Strengthen your organization’s supply chain security and ensure compliance with international standards.

Target Audience

This program is designed for:
e Supply chain security professionals, managers, and consultants
e Lead auditors and audit team members involved in supply chain security
o Compliance officers and risk managers in supply chain organizations
¢ Individuals responsible for implementing and overseeing ISO 28000-compliant SCSMS

¢ Anyone looking to enhance their skills in auditing and managing supply chain security systems

Individual Benefits

Key competencies that will be developed include:
e Advanced knowledge of ISO 28000 and supply chain security management principles.
e Expertise in auditing security management systems across global supply chains.
e Proficiency in identifying security vulnerabilities and implementing corrective actions.

o Ability to assess risks, vulnerabilities, and non-conformities in supply chain security.

Enhanced skills in writing audit reports and presenting findings to management.

Organizational Benefits

Upon completing the training course, participants will demonstrate:
e Improved ability to ensure that supply chain security systems comply with ISO 28000 standards.
e Enhanced risk management strategies to protect against disruptions and security threats in the supply chain.
e Stronger organizational resilience through more effective security audits and improvements.
e A comprehensive approach to identifying, assessing, and mitigating risks across the entire supply chain.

e Increased confidence in the security of supply chain operations, fostering better supplier and customer relationships.

Instructional Methodology

The course follows a blended learning approach combining theory with practice:
o Strategy Briefings - Detailed lectures on ISO 28000 principles, auditing requirements, and security best practices.
o Case Studies - Real-world examples of security audits and supply chain vulnerabilities, with practical solutions.
o Workshops - Interactive exercises where participants can apply auditing techniques to security scenarios.
e Peer Exchange - Group discussions to share experiences and best practices in supply chain security management.

e Tools - Practical tools and templates for conducting security audits and documenting findings.
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Course Outline

Training Hours: 7:30 AM - 3:30 PM Daily Format: 3-4 Learning Modules | Coffee breaks: 09:30 & 11:15 | Lunch Buffet: 01:00 - 02:00
Day 1: Introduction to ISO 28000 and Supply Chain Security Management

e Module 1: Overview of ISO 28000 (07:30 - 09:30)

e The purpose and scope of ISO 28000

e Key principles and components of the standard

e Understanding the relationship between ISO 28000 and supply chain security

e Module 2: The Role of Auditing in Supply Chain Security (09:45 - 11:15)

e The importance of security audits in maintaining safe supply chains

e The audit process and its role in compliance and risk management

o Key objectives and scope of SCSMS audits

e Module 3: Supply Chain Security Risks and Threats (11:30 - 01:00)

o Identifying and assessing risks in the supply chain: natural disasters, cyber threats, and theft

e Understanding common vulnerabilities in global supply chains

e The impact of security risks on operational performance and business continuity
Day 2: Audit Planning and Preparation
e Module 1: Planning for ISO 28000 Audits (07:30 - 09:30)

e Developing an audit plan for supply chain security management systems

e Defining the scope, objectives, and criteria of the audit

Preparing an audit checklist for ISO 28000 compliance

Module 2: Conducting the Opening Meeting (09:45 - 11:15)

Objectives and structure of the audit opening meeting

Engaging stakeholders and ensuring alignment on audit goals

Reviewing the scope and timeline with the auditee

Module 3: Collecting Audit Evidence (11:30 - 01:00)

Methods for collecting evidence during the audit
e Interviewing key personnel and reviewing documents and records
e Observing operations and assessing physical security measures
Day 3: Conducting the Audit
e Module 1: Risk Assessment and Vulnerability Analysis (07:30 - 09:30)
e Conducting risk assessments to identify key vulnerabilities in the supply chain

e Analyzing the effectiveness of existing security measures

Using tools and techniques for risk identification and evaluation

Module 2: Audit Techniques for SCSMS (09:45 - 11:15)

Conducting an audit of anti-theft, cybersecurity, and physical security systems
e Evaluating compliance with ISO 28000 standards for supply chain security

e Assessing security controls for suppliers, logistics providers, and other partners
e Module 3: Identifying Non-Conformities and Recommendations (11:30 - 01:00)
e Techniques for identifying non-conformities and areas of improvement

e Documenting audit findings and recommendations for corrective actions

e Evaluating the adequacy of existing security protocols and controls

Day 4: Reporting and Audit Closure
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Module 1: Closing the Audit (07:30 - 09:30)

Conducting the closing meeting with stakeholders

Presenting audit findings and non-conformities

Providing actionable recommendations for improving security management
Module 2: Writing the Audit Report (09:45 - 11:15)

Best practices for writing a clear, concise audit report

Structuring audit reports to address non-conformities and improvements
Presenting audit results to management and stakeholders

Module 3: Post-Audit Follow-Up and Corrective Actions (11:30 - 01:00)
Follow-up procedures to ensure corrective actions are taken

Verifying the effectiveness of corrective measures and improvements

Planning for continuous improvement in supply chain security

Day 5: Certification Review and Final Q&A

Module 1: Review of ISO 28000 Lead Auditor Competencies (07:30 - 09:30)
Summary of key competencies required for ISO 28000 lead auditors

Recap of audit process, techniques, and best practices

Module 2: Exam Preparation and Final Q&A (09:45 - 11:15)

Preparing for the certification exam

Final Q&A session and clarification of any outstanding questions

Module 3: Course Conclusion and Certification Review (11:30 - 01:00)
Reviewing the course content and final thoughts

Next steps for certification and applying auditing skills in the workplace

Certification
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Upon completing the training course, participants will receive a Certificate of Completion in Supply Chain Security Management

Systems (SCSMS) Based on ISO 28000 Lead Auditor, recognizing their ability to audit supply chain security management systems and

assess compliance with 1ISO 28000 standards.

Why Choose MAWA Events

+ Global Expertise: More than 17 years of experience in professional training and consulting.

¢ Industry-Leading Faculty: Courses delivered by seasoned professionals with hands-on experience.

¢ Practical Insights: Learn to turn theory into actionable strategies for real-world business impact.

¢ Client-Focused Solutions: Customized programs designed to achieve your organisation’s unique goals.

In-House / Customized Training TEL: EMAIL:

Interested in running this course for your team?

Please contact us: +601116373203 info@mawaevents.net
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