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COMMERCIAL & INDUSTRIAL FACILITY SECURITY MANAGEMENT

“Secure Your Facilities Through Integrated Security Planning, Risk Assessment, and Response Strategies”

Date Venue Fees (Face-to-Face)
02 - 06 Feb 2026 Dubai, UAE USD 3495 per delegate
02 - 06 Aug 2026 Manama, Bahrain USD 3495 per delegate
06 - 10 Dec 2026 Riyadh, KSA USD 3495 per delegate

Available delivery methods: Face-to-Face & Online Training

Introduction

In an era of rising physical, operational, and technological threats, commercial and industrial facilities must be secured through
proactive and layered security strategies. From managing perimeter access to handling internal sabotage and emergency incidents,

facility security managers need to balance risk control with operational continuity.

This 5-day bilingual (English & Arabic) course offers a comprehensive approach to planning, implementing, and maintaining effective
facility security systems. Participants will learn how to assess vulnerabilities, manage access and surveillance technologies, prepare

emergency response protocols, and build security programs compliant with international standards.

Objectives

By the end of this course, participants will be able to:
o |dentify key security threats facing commercial and industrial facilities
e Conduct security risk assessments and implement mitigation measures
e Develop integrated access control, surveillance, and intrusion detection plans
o Manage security personnel, procedures, and technologies effectively

Respond to security incidents, breaches, and emergencies with structured protocols

o Align facility security systems with ISO, OSHA, and local regulatory frameworks
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Why Attend

e Learn the essentials of physical security and facility threat management

e Strengthen your facility’s defense through layered and proactive planning

e Gain confidence in managing guard forces, control systems, and vendor compliance
e Prepare for emergencies and build business continuity through security

e Access tools and templates to implement or upgrade your current security framework

Target Audience

This program is designed for:
e Facility and plant managers
e Health, safety, and security officers (HSE/HSSE)
e Security supervisors and risk coordinators
e Security consultants and operations professionals

e Those responsible for site protection in energy, manufacturing, commercial, and logistics sectors

Individual Benefits

Key competencies that will be developed include:
o Facility risk mapping and security planning
e Physical and electronic access management
e Security systems procurement and vendor evaluation
¢ Emergency response planning and post-incident investigation

e Understanding of standards such as ISO 28000, ASIS, and OSHA facility security

Organizational Benefits

Upon completing the training course, participants will demonstrate:
e Reduced physical security incidents and operational disruptions
e Enhanced readiness for audits, regulatory compliance, and emergency scenarios
e Improved protection of people, property, equipment, and sensitive data
o More efficient coordination among security, HSE, and operations teams

e Better return on investment through integrated and scalable security design

Instructional Methodology

The course follows a blended learning approach combining theory with practice:
e Security Briefings - Threat identification, layered defense, and access protocols
o Case Studies - Breach investigations, perimeter failures, and emergency drills
e Workshops - Security audits, vulnerability assessment, and response simulation
o Peer Exchange - Cross-sector experiences and mitigation best practices

e Tools - Risk registers, SOP templates, guard post orders, and audit checklists
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Course Outline

DETAILED 5-DAY COURSE OUTLINE

Training Hours: 7:30 AM - 3:30 PM

Daily Format: 3-4 Learning Modules | Coffee breaks: 09:30 & 11:15 | Lunch Buffet: 01:00 - 02:00

Day 1: Foundations of Facility Security
Module 1: Introduction to Facility Security Management (07:30 - 09:30)

e Security as part of operational resilience

e Types of threats: external, internal, environmental
Module 2: Risk Assessment Methodology (09:45 - 11:15)
e Threat, vulnerability, and consequence analysis
e Security risk mapping and prioritization
Module 3: Security Governance & Regulations (11:30 - 01:00)
e Local laws, ISO 28000, OSHA, and ASIS frameworks
Module 4: Workshop - Facility Security Gap Assessment (02:00 - 03:30)
o Teams identify weaknesses in a sample facility
Day 2: Perimeter, Access, and Intrusion Control
Module 1: Physical Barriers and Perimeter Security (07:30 - 09:30)

e Fencing, lighting, bollards, and gates

¢ Vehicle and pedestrian control

Module 2: Access Control Systems (09:45 - 11:15)
e Card, biometric, and multi-factor access solutions
¢ Visitor and contractor management

Module 3: Intrusion Detection and Alarm Integration (11:30 - 01:00)
e Sensors, alarms, zone setting, and integration with surveillance

Module 4: Workshop - Security System Design Exercise (02:00 - 03:30)
e Design access and intrusion systems for a mock facility

Day 3: Surveillance, Control Centers, and Technology

Module 1: CCTV and Monitoring Technology (07:30 - 09:30)
e Fixed, PTZ, thermal, and smart cameras

e Placement strategy and blind spot elimination
Module 2: Control Room Design and Operations (09:45 - 11:15)

e Monitoring protocols and escalation triggers

e Reporting, recording, and data storage
Module 3: Cybersecurity Interface in Facility Security (11:30 - 01:00)

e Protecting control systems and security software

e Physical-digital convergence
Module 4: Workshop - Control Room SOP Simulation (02:00 - 03:30)
o Draft standard procedures for control room operations

Day 4: Personnel Management and Emergency Readiness
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Module 1: Security Personnel Roles and Supervision (07:30 - 09:30)
e Guard duties, training, uniforms, and SOPs
e Supervision, rotation, and morale

Module 2: Incident Response and Emergency Plans (09:45 - 11:15)
e Fire, theft, sabotage, and access breaches
¢ Emergency communication and evacuation procedures

Module 3: Security Drills and Tabletop Exercises (11:30 - 01:00)
e Planning and executing security drills
e Involving local authorities and emergency services

Module 4: Workshop - Emergency Scenario Planning (02:00 - 03:30)
e Teams build and simulate a facility emergency plan

Day 5: Audit, Compliance, and Security Integration

Module 1: Security Performance Auditing (07:30 - 09:30)
e KPIs, scorecards, and audit cycles
¢ Common audit findings and corrective actions

Module 2: Integrating Security with Facility Operations (09:45 - 11:15)
o Working with HSE, logistics, and facility teams

o Facility design for inherent security

Module 3: Final Case Study Review (11:30 - 01:00)

o Real-world case: multi-site industrial facility breach

Module 4: Final Group Presentation & Wrap-Up (02:00 - 03:30)

e Teams present full security plans for a sample facility

Certification

Participants will receive a Certificate of Completion in Commercial & Industrial Facility Security Management, recognizing their

capabilities in designing, managing, and enhancing comprehensive facility security systems.

Why Choose MAWA Events

« Global Expertise: More than 17 years of experience in professional training and consulting.
¢ Industry-Leading Faculty: Courses delivered by seasoned professionals with hands-on experience.
¢ Practical Insights: Learn to turn theory into actionable strategies for real-world business impact.

o Client-Focused Solutions: Customized programs designed to achieve your organisation’s unique goals.

In-House / Customized Training TEL: EMAIL:

Interested in running this course for your team?

Please contact us: +601116373203 info@mawaevents.net

© Material published by MAWA Events shown here is copyrighted. All rights reserved. Any unauthorized copying, distribution, use, dissemination, downloading, storing (in any medium),

transmission, reproduction or reliance in whole or any part of this course outline is prohibited and will constitute an infringement of copyright.
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